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The Counterintuitive Institute (CI), EIC 207943322, 
headquarters:  1A Stara Planina Str., flat 3, Haskovo, Bulgaria, 6300, 
website: www.counterintuitive.eu, 
phone number: +359885106117, 
and email: theinstitute@counterintuitive.eu 
is a data processor and processes (collects, stores, and uses) data in 
accordance with applicable laws. CI is committed to protecting your 
privacy and handling your personal data in compliance with the EU 
General Data Protection Regulation (GDPR) and applicable Bulgarian data 
protection laws.

Where required in the course of our projects, we may appoint a Data 
Protection Officer (DPO), whose details will be made available on our 
website in relation to the specific project.

introduction

http://www.counterintuitive.eu
mailto:theinstitute@counterintuitive.eu
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1.	PERSONAL DATA 
    WE COLLECT & 
    JUSTIFICATION

Type of data Purpose(s) Legal basis Retention period

Name, email, 
message content 
submitted via contact 
form or electronic 
communications

To respond to inquiries and 
requests, to share news and 
updates related specifically 
to the relevant project

Consent / 
Legitimate 
interest

Until request is 
addressed, plus up 
to 2 years for record 
keeping

Data collected for 
the purpose / in the 
course of our projects

As needed for research, 
event planning and 
execution, project 
communications and 
awareness-raising and other 
relevant and lawful activities

Contract / 
legitimate 
interest / 
Consent

As required by 
contract or project 
terms, but no less 
than 2 years after the 
project’s completion

Newsletters / mailing 
list / partner network 
lists data (name, email)

To send you updates, 
news, reports, partnership 
invitations and other 
information of relevance to 
your organisation

Consent Until you unsubscribe 
or withdraw consent

IP address, browser, 
device, usage data (via 
cookies & analytics)

To improve our website, 
monitor performance, 
security

Legitimate 
interest

Typically up to 25 
months (or as per 
Google Analytics 
settings)

Third-party data (if 
shared with us)

As needed for collaboration 
/ project work

Contract / 
legitimate 
interest

As required by 
contract or project 
terms
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We will collect only the minimum personal data necessary for each purpose. 

Photos, Audio, and Video Recordings: When you participate in our events, workshops, or 
activities, photos, videos, or audio recordings may be taken for documentation, communication, 
technical reporting, or educational purposes. We will inform participants in advance, and where 
required, request consent. If you prefer not to be recorded or identifiable in such materials, please 
let us know, and we will respect your choice (e.g. by avoiding identifiable shots, blurring faces, or 
excluding you from publications). 

Sensitive Data: In certain limited situations, we may process special categories of data (such as 
ethnicity, race, age, sexuality, health information, or personal beliefs), particularly in the context 
of research, engagement with vulnerable groups, or project activities. Such data is only collected 
when strictly necessary, always handled under enhanced security measures, and anonymised or 
pseudonymised wherever possible. We only process sensitive data with a clear legal basis, such 
as explicit consent, or where it is necessary for reasons of substantial public interest, in line with 
GDPR requirements. Identifiable details are removed at the earliest opportunity, and data is used 
only in aggregated form for analysis, reporting, or learning purposes. 

We will never publish or share sensitive information that could identify an individual without 
their explicit, informed consent, and we take extra care to protect the dignity, safety, and 
confidentiality of all participants. 

Children’s Data: We do not knowingly collect or process personal data from children under 
the age of 18without the consent of a parent or legal guardian. If we discover that we have 
inadvertently collected such data, we will delete it promptly unless continued processing is legally 
permitted. 

Data from Public Sources: In some cases, we may collect personal data from publicly available 
sources, such as official registers, published reports, or public websites, where this is relevant 
for our research, advocacy, or project work. We only use such data in accordance with legal 
requirements and for legitimate purposes connected to our mission. 

Data Retention & Deletion: We keep personal data only as long as necessary to fulfil the 
purposes for which it was collected, or as required by law. If no specific legal or contractual 
retention period applies, we will determine a reasonable period based on the nature of the data, 
the context of collection, and our legitimate interests. After the retention period expires, data 
will be securely deleted, anonymised, or destroyed. If you withdraw your consent, we will stop 
processing your data and only retain it if another legal basis requires us to do so.
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2. Cookies & Tracking

3. data sharing & 
      Transfers

Where we use cookies and similar technologies (e.g., Google Analytics) to monitor usage, 
performance, and security of our website, we will display a cookie banner to ask your consent 
where required. You can control or block cookies via your browser settings. Doing so may affect 
site functionality. 

We do not sell or rent your personal data. We may share data with:

•	 Service providers (e.g. hosting, analytics, email service) who act as data processors under 
contract;

•	 Partners or collaborators, when you consent or when necessary for project delivery;

•	 Legal or regulatory authorities if required by law or to protect legal rights.

 
All such parties are required to maintain confidentiality and implement security measures. 
 
If we transfer your data outside the European Economic Area (EEA), we will ensure appropriate 
safeguards (e.g. standard contractual clauses, adequacy decisions) are in place.
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4. your rights 
     under GDPR
At any point while we are in possession of or processing your personal data, you, the data subject, 
have the following rights:

1.	 Right of access – you have the right to request a copy of the information that we hold about 
you.

2.	 Right of rectification – you have a right to correct data that we hold about you that is 
inaccurate or incomplete.

3.	 Right to be forgotten – in certain circumstances you can ask for the data we hold about 
you to be erased from our records.

4.	 Right to restriction of processing – where certain conditions apply to have a right to 
restrict the processing.

5.	 Right of portability – you have the right to have the data we hold about you transferred to 
another organisation.

6.	 Right to object – you have the right to object to certain types of processing such as direct 
marketing.

7.	 Right to object to automated processing, including profiling – you also have the right to 
be subject to the legal effects of automated processing or profiling.

8.	 Right to judicial review – in the event that The Counterintuitive Institute refuses your 
request under rights of access, we will provide you with a reason as to why. You have the 
right to complain.

If you wish to exercise your rights, please email theinstitute@counterintuitive.eu with the 
subject GDPR Data processing request. We aim to respond within one month (or in more complex 
cases up to three months). If you feel that our organisation has not addressed your concern in a 
satisfactory manner or if you wish to report a complaint, you can also contact the Commission for 
Personal Data Protection (https://cpdp.bg/).

mailto:theinstitute@counterintuitive.eu
https://cpdp.bg/
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5. security

7. contact 
     information

6. changes to this 
     policy

We implement appropriate technical and organisational measures to protect personal data against 
accidental or unlawful destruction, loss, alteration, unauthorised disclosure or access. All personal 
and sensitive data is securely stored using Microsoft OneDrive cloud services (with enterprise-
grade security) and external encrypted hard drives. Access to these data is strictly limited to 
centrally authorised staff only.

If you have any questions about our privacy policy, the data we hold on you or if you would like to 
exercise any of your data protection rights, please contact us at 
theinstitute@counterintuitive.eu

We may sporadically update this policy. Updates will be published on our website with a revised 
“effective date.” The last revision of this Policy was on 02 September 2025.

mailto:theinstitute@counterintuitive.eu
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find us
www.counterintuitive.eu

@counterintuitive.institute

@counterintuitive

@ci-institute

https://www.counterintuitive.eu/
https://www.instagram.com/counterintuitive.institute
https://www.linkedin.com/company/counterintuitive/about/
https://bsky.app/profile/ci-institute.bsky.social

